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Providing a single, complete source
for all your security needs since
1997

Constant, around the clock
monitoring with over 150 security
personnel analyzing information
24/7/365

Continuous third party assessments
including an annual SAS 70 Type Il
and Cybertrust security audit

Three redundant data centers and
seven offices nationwide

Servicing over 2,000 financial
institutions in the United States

Call Us Toll Free: 800.234.2175

FIREWALL

PERIMETER E-SECURITY FIREWALL OVERVIEW
No matter which other security services you subscribe to, firewalls should always be the
first line of defense in protecting your corporate network. Besides being the building
block of an organization's network security architecture, firewalls are also a top method
in ensuring network uptime while preventing unauthorized access - all critical points

in keeping critical business operations running smoothly. Whether you choose our
completely managed firewall service, Defender In-The-Cloud, or prefer your hardware on-
site with the UTM bundle, you can rest assured that your network has the ultimate level
of protection, as well as the best performance, scalability, and reliability available to you.

With Perimeter E-Security's Firewall service, you are not only protected against malicious
intruders or attacks, but you also receive reporting that shows exactly what is getting
through to your network and what is getting blocked at the gateway. Perimeter
E-Security's Firewall Service has been completely redesigned to utilize ViewPoint's
complete and robust reporting capabilities. Not only do you get a “complete” picture of
your firewall traffic in one-click, but you can also drill down to see exact events on an

IP address-level basis. Configurations to your firewall can be conveniently requested in
the ViewPoint portal, saving your organization time so you can focus on keeping the
business running successfully.
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THE BENEFITS OF PERIMETER'S SERVICE

Key Features Benefits

Thorough reporting including the ability to drill down to source
& destination IP addresses by connection, ability to review
connections by direction, ability to review port usage, ability to
review the number of bytes by direction and IP address (on
some models), and high-level summaries of traffic across all
firewalls or individual firewalls

Superior Visibility/Reports

Compliance reports out of the box covering several regulations,

Regulatory Requirements including PCI, GLBA, Sarbanes-Oxley, etc

Alerts that monitor traffic for thresholds you set can be
Customizable Alerts activated and will send notifications to users of your choice
when these thresholds are met

Eliminate the time spent managing configurations and updates
Cost Effective and greatly reduce time spent researching internal and external
users of your hardware through built-in easy-to-use tools

Current device configuration and historical device
configurations are available anytime in the portal along with
built-in tools to create and export differentials among
configurations

Easy Configuration

Integrate other security solutions, such as IDS/IPS, Web
Scalable Environment Content Filtering, Web Browsing AV, and VPN, easily while
leveraging the power and convenience of ViewPoint
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